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This presentation has been prepared by NSW Insurance Agency Pty Ltd. The 
information in this presentation is general in nature and does not constitute personal 
financial product advice. It does not consider your objectives, financial situation or 
needs. Before acting on any information, you should seek independent financial 
advice and read any relevant Product Disclosure Statement (PDS). 

Disclaimer



Why Do I Need A Cyber Liability Policy 



• Covers Financial Loss – Financial Loss Hiring of Expert Consultants
• Costs of replacing records and in some cases hardware
• Legal Defence Costs in defending a claim 
• Crisis Management 
• Notification and Monitoring Expenses 
• Report Completion & Mandatory Data Breach Notification
• *Can be extended to include social engineering 

• Social Engineering is effectively the use of deception to manipulate individuals into divulging 
confidential or personal information that may be used for fraudulent purposes 











• Average cost of cybercrime per report, up 14 per cent
• small business: $46,000
• medium business: $97,200
• large business: $71,600.
• Nearly 94,000 cybercrime reports, up 23 per cent
• on average a report every 6 minutes
• an increase from 1 report every 7 minutes.
• Answered over 33,000 calls to the Australian Cyber Security Hotline, up 32 per cent
• on average 90 calls per day
• an increase from 69 calls per day.
• Top 3 cybercrime types for individuals
• identity fraud
• online banking fraud
• online shopping fraud.
• Top 3 cybercrime types for business
• email compromise
• business email compromise (BEC) fraud
• online banking fraud.
• Publicly reported common vulnerabilities and exposures (CVEs) increased 20 per cent.

Year in Review 2022-2023



Public & Product Liabilty – Covers Damage to people or property
Professional Indemnity   – Covers Financial loss caused by professional 

negligence 
Cyber Liability     A Separate insurance which covers costs, 

damages & remediation  in the event of hacking 
& unauthorised access to electronically stored 
personal information  

Management Liability – Some policies include cover for Social Engineering

I already have insurance??



Top Sectors to Notify Data Breaches

Top five sectors



How Much Do I need to Insure for ? 

Tools are available to forecast a loss amount 

https://chubbcyberindex.com/#/cyber-risk-calculators

https://chubbcyberindex.com/


Retail $1 Mill T/o Less than 25% Online Sales



A data breach happens when personal information is accessed or disclosed without authorisation or is 
lost. 

The MNDB Scheme requires public sector agencies to notify the Privacy Commissioner 
and affected individuals of data breaches involving personal or health information that 
are likely to result in serious harm.  As part of the Scheme, agencies are required to 
publish a data breach policy, which outlines an agency’s overall strategy for managing 
data breaches. Agencies must also maintain an internal register of eligible data 
breaches. 

• Under the Notifiable Data Breach (NDB) scheme an organisation or agency must notify affected individuals and the OAIC about an eligible 
data breach.

• An eligible data breach occurs when:
• there is unauthorised access to or unauthorised disclosure of personal information, or a loss of personal information, that an organisation or 

agency holds
• this is likely to result in serious harm to one or more individuals, and
• the organisation or agency hasn’t been able to prevent the likely risk of serious harm with remedial action.

A Breach must be Disclosed to the Privacy Commissioner within 30 Days

Mandatory Data Breach Legislation 





• Patch Software. When Immediately Upon release. Cost Free
• Update & Change Passwords Regularly. Use a Password Manager, Google or check your anti-virus 

provider. subscriptions from a few Dollars per month or free
• Backup Data. Minimum 2 copies off site. Isolated from your network 5TB Drives are <$300
• Don’t click on any text message links. Do not scan QR Codes  Free
• Encryption Software – Plans start from a few dollars a month

Nordlock $30 p/m, Axcrypt from $5p/m

Cyber Liability premiums vary depending upon security industry and turnover.
Expect premiums to generally start around the $2k++ mark 

How much does it Cost ?

https://nordlocker.com/plans/?pricing_variant=personal
https://axcrypt.net/pricing/


1. Complete the Healthcare Business IT Guide 
2. Use a full-service internet security suite
3. 2. Use strong passwords At least 10 characters A password management application can help you

4. 3. Keep your software updated. Update software as soon as patches are available 

5. 4. Manage your social media settings Keep your personal and private information locked down

6. 5. Strengthen your home network
7. 7. Keep up to date on major security breaches  If you do business with a merchant or have an account on a website that’s 

been impacted by a security breach, find out what information the hackers accessed and change your password immediately.

8. Use 2 Factor Authentication as much as possible 
9. Spend some time on https://www.staysmartonline.gov.au/

https://www.digitalhealth.gov.au/about-the-agency/digital-health-cyber-security-centre/information-security-guide-for-small-healthcare-businesses/HD127%20Information%20Security%20Guide%20for%20small%20healthcare%20businesses%20(co-branded%20with%20Stay%20Smart%20Online)%20Online%20Version.pdf
https://us.norton.com/internetsecurity-how-to-password-managers-are-the-key-to-secure-passwords.html
https://us.norton.com/internetsecurity-iot-smart-home-security-core.html
https://www.staysmartonline.gov.au/protect-yourself/do-things-safely/two-factor-authentication
https://www.staysmartonline.gov.au/




• Medical Services
• 6 staff
• $3.2M turnover

• Background
• The Insured’s system, which held confidential medical information on their patients, was compromised by 

a ransomware attack. As the Insured could not access their patients’ medical data, they were unable to 
operate.

• Outcome
• The Insured’s policy was triggered and DUAL appointed an IT Forensic Consultant to fix the damage to the 

Insured’s system and investigate if the hacker still had access to the system. A law firm was also 
appointed to assist the remediation process and advise if the client had to report the matter to the 
Privacy Commissioner. Payment was made in relation to business interruption loss, forensics and legal 
costs.

• Payment: $63,000.

Medical Services 6 Staff $3.2 Million T/o 



• Hairdresser 
• 5 staff 
• $3M turnover

• Background
• The Insured uses a VoIP telephone system. A hacker gained access to the telephone system and 

made multiple unauthorised calls to a premium number over the course of a month. At the end of 
the month, the Insured received their invoice, which included $30,000 of unauthorised calls.

• Outcome
• The Insured made a claim on their Cyber policy which triggered the optional Social Engineering 

cover. The client was covered for their direct financial loss as a result of the phreaking attack.
• Payment: $30,000.

Hairdresser 5 Staff $3 Million T/o ( Phreaking) 



• Media 
• 12 staff 
• $3M turnover

• Background
• A hacker impersonated a client of the Insured, using an identical email address. The hacker emailed 

the Insured advising that future payments should be made to a new bank account. When the 
Insured was due to pay the client, they paid $41,000 into the fraudulent account.

• Outcome
• The Insured claimed against their Cyber policy which triggered the optional Social Engineering 

cover. Indemnity was granted for the direct financial loss suffered by the Insured.
• Payment: $41,000.

Media Co 12 Staff $3 Million T/o  ( Invoice Doctoring)



• Accountant 
• 5 staff
• $2M turnover

• Background
• The Insured’s director noticed that some documents on their server had been deleted. Further 

investigations were undertaken and it was discovered a hacker had been accessing the Insured’s system 
for the past 2 months.

• Outcome
• The Insured notified DUAL who hired an IT Forensic Consultant to review the Insured’s systems. It was 

discovered 800 client files had been accessed which included private details such as driver’s licenses and 
passport numbers. DUAL appointed a specialist firm to monitor whether any client identities were stolen 
or sold as well as a law firm to advise on the data breach issues and draft a notification letter to all 
affected parties. It was determined that the Insured had to report the incident to the Privacy 
Commissioner and the appropriate steps were taken to secure the information they held. Remediation 
costs were also covered to rectify any issues with the Insured’s system.

• Payment: $90,000.

Accountant $2 Million T/O ( System Comprimise)



www.cyber.gov.au/about-us/reports-and-statistics/asd-cyber-threat-report-july-
2022-june-2023



George Kleibert – Authorised Broker 
M 0478 155 581
E gk@wgib.com.au
A 77 Main St Mittagong NSW 2575

mailto:gk@wgib.com.au


NSW Insurance Agency Pty Ltd  


	Cyber Insurance February Regional Connect Roadshow	
	Disclaimer 
	Why Do I Need A Cyber Liability Policy 
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Year in Review 2022-2023
			I already have insurance??	 
	Top Sectors to Notify Data Breaches
	How Much Do I need to Insure for ? 
	Retail $1 Mill T/o Less than 25% Online Sales
	Mandatory Data Breach Legislation 	
	Slide Number 15
	How much does it Cost ?
	Tips to Minimise Cyber Breaches
	Slide Number 18
	Medical Services 6 Staff $3.2 Million T/o 
	Hairdresser 5 Staff $3 Million T/o ( Phreaking) 
	Media Co 12 Staff $3 Million T/o  ( Invoice Doctoring)
	Accountant $2 Million T/O ( System Comprimise)
	Reference Links 
	 
	 

